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About This Document 

Purpose 

This document describes how to upgrade the iBMC (Intelligent Baseboard Management 

Controller), BIOS (basic input/output system), and LCD (liquid crystal display) and verify 

upgrade results. 

Intended Audience 

This document is intended for: 

 Technical support engineers 

 Maintenance engineers 

Symbol Conventions 

The symbols that may be found in this document are defined as follows. 

Symbol Description 

 

Indicates an imminently hazardous situation which, if not 

avoided, will result in death or serious injury. 

 

Indicates a potentially hazardous situation which, if not 

avoided, could result in death or serious injury. 

 

Indicates a potentially hazardous situation which, if not 

avoided, may result in minor or moderate injury. 

 

Indicates a potentially hazardous situation which, if not 

avoided, could result in equipment damage, data loss, 

performance deterioration, or unanticipated results. 

NOTICE is used to address practices not related to 

personal injury. 

 Calls attention to important information, best practices and 

tips. 

NOTE is used to address information not related to 
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Symbol Description 

personal injury, equipment damage, and environment 

deterioration. 

 

Change History 

Changes between document issues are cumulative. The latest document issue contains all the 

changes made in earlier issues. 

Issue 02 (2014-12-24) 

This issue is the second official release. 

Change the name of the document. 

Issue 01 (2014-09-04) 

This issue is the first official release. 
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1 Before You Start 

About This Chapter 

1.1  Impact of the Upgrade 

1.2  Precautions 

1.3  Version Requirements 

1.4  Upgrade Process 

1.1 Impact of the Upgrade 

Before you upgrade an earlier version to a new version, read this section carefully to learn 

about the possible impact on the system. Table 1-1 describes the impact of the upgrade on the 

system. 

Table 1-1 Impact of the upgrade 

No. Item Impact Impact Description 

1 iBMC Impact on services None 

Impact on operation and 

maintenance (O&M) 

No other operation is allowed during 

the upgrade. You should restart the 

iBMC immediately or later after the 

upgrade. Services are interrupted 

during the restart. 

2 BIOS Impact on services The server must be restarted after the 

upgrade, and services are interrupted. 

Impact on the operating 

system (OS) 

When you use the iBMC to upgrade 

the BIOS, the OS is not affected. 

Impact on O&M None 

NOTE 

The server must not be restarted during 

the upgrade. 
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No. Item Impact Impact Description 

3 LCD Impact on services None 

Impact on the operating 

system (OS) 

When you use the iBMC to upgrade 

the LCD, the OS is not affected. 

Impact on O&M None 

 

1.2 Precautions 

Table 1-2 describes the precautions for upgrading the server. 

Table 1-2 Precautions for upgrading the server 

No. Description 

1 Read this document before upgrading the server. For any problems or 

suggestions pertaining to this document, contact Huawei technical support. 

2 Perform the upgrade during off-peak hours to minimize the impact on the 

system and services. 

3 Time required for a software upgrade: 

 iBMC: 20 minutes 

NOTE 

The active and standby images of the iBMC must be upgraded separately. Therefore, 

you must upgrade the iBMC twice, and each upgrade takes about 5 to 10 minutes. For 

details, see Upgrading the iBMC. 

 BIOS: 10 minutes 

 LCD: 10 minutes 

 

1.3 Version Requirements 

The upgrade has no version requirement. 

1.4 Upgrade Process 

iBMC Upgrade Process 

Figure 1-1 shows the iBMC upgrade process. 
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Figure 1-1 iBMC Upgrade process 

 

 

The following describes the upgrade process: 

1. A user logs in to the iBMC GUI. 

2. A user runs the upgrade command on the iBMC GUI. 

3. Upgrade the standby iBMC system image. 

 
The iBMC that the user has accessed is the active system image. 

4. The iBMC system restarts. The current login user is logged out after the system restarts, 

and the image file is automatically switched to the upgraded standby system image. 

5. A user logs in to the iBMC GUI again. 

6. A user runs the upgrade command again on the iBMC GUI. 

7. Upgrade the original active iBMC system image. 

8. The iBMC system restarts. 

BIOS Upgrade Process 

Figure 1-2 shows the BIOS upgrade process. 
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Figure 1-2 BIOS Upgrade process 

 

 

The following describes the upgrade process: 

 A user logs in to the iBMC GUI. 

 A user runs the upgrade command on the iBMC GUI. 

 Upgrade the BIOS system image. 

 A user runs the restart command on the iBMC GUI. 

 The iBMC system restarts. 
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2 Upgrade Process 

Figure 2-1 shows the process for upgrading the Server. 
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Figure 2-1 Server Upgrade process 
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3 Preparing for the Upgrade 

About This Chapter 

3.1  Pre-upgrade Checklist 

3.2  Obtaining the Upgrade Package and Documents 

3.3  Verifying the Upgrade Package Integrity 

3.1 Pre-upgrade Checklist 

Table 3-1 lists the items to be checked before the upgrade. 

Table 3-1 Pre-upgrade checklist 

No. Item Expected Result 

1 System 

software 

version 

1. View and record the current iBMC, BIOS, and LCD 

versions. For details, see Check Server Software Versions. 

2. The source versions are earlier than target versions. 

2 System 

operating 

status 

Check iBMC System operating status: 

 If no minor alarm, major alarm, or critical alarm is 

generated, continue the upgrade process. For details, see 

Checking Server Alarms. 

 If an alarm is generated, contact Huawei technical support. 

 

3.2 Obtaining the Upgrade Package and Documents 

Obtaining the Upgrade Package 

Obtain upgrade packages at http://enterprise.huawei.com. 

The download path is SUPPORT > Product Support > IT > Server > Rack Server. 

http://enterprise.huawei.com/
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Download and decompress the upgrade packages to a local PC. Table 3-2 lists the upgrade 

packages to be obtained. 

Table 3-2 Upgrade packages to be obtained 

Upgrade 
Package 

Function Required File after 
Decompression 

iBMC iBMC upgrade package image.hpm 

BIOS BIOS upgrade package biosimage.hpm 

LCD LCD upgrade package lcdimage.hpm 

 

Obtaining Documents 

Download the documents required for the upgrades from http://enterprise.huawei.com. 

The download path is SUPPORT > Product Support > IT > Server > Rack Server. 

Documents to be obtained are as follows: 

 Release Notes 

 Upgrade Guide 

 Version Compatibility Table 

3.3 Verifying the Upgrade Package Integrity 

Verify that the obtained upgrade package is consistent with the original one at the website 

http://support.huawei.com/enterprise. 

Click  and , load the digital certificate and software package respectively. 

For details about the verification tool and method, visit the following link: 

Software digital signature (OpenPGP) validation tool 

http://enterprise.huawei.com/
http://support.huawei.com/enterprise/toolsinfo?idAbsPath=0602_ROOT|8221819&nameAbsPath=%E5%B7%A5%E5%85%B7%E8%BD%AF%E4%BB%B6%E4%B8%8B%E8%BD%BD%7C%E4%BC%81%E4%B8%9A%E4%B8%9A%E5%8A%A1%E5%85%AC%E5%85%B1&pid=8221819&show=showVDetail&toolId=TL1000000054
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4 Upgrading the iBMC 

About This Chapter 

4.1  Performing the Upgrade 

4.2  Verifying the Upgrade 

4.1 Performing the Upgrade 

Scenarios 

Upgrade the iBMC. 

 
 The iBMC upgrade does not change the user name and password of the iBMC. 

 The active and standby iBMC images must be upgraded separately. 

 The standby iBMC image is upgraded first. After the standby iBMC image is upgraded, and the 

server restarts, the original active iBMC image is upgraded. 

Impact on the System 

Upgrading the iBMC will cause the iBMC system to restart for twice. Upgrade the iBMC in 

the off-peak service time. 

Prerequisites 

Conditions 

− You have logged in to the iBMC GUI. For details, see Logging In to the iBMC GUI. 

− No minor alarm, major alarm, or critical alarm is generated on the iBMC. 

Data 

Data preparation is not required for this operation. 

Software 

You have obtained image.hpm. For details, see Obtaining the Upgrade Package and 

Documents. 
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Procedure 

Upgrade the standby iBMC image. 

1. In the top navigation tree, choose System. 

2. In the left navigation tree, choose Firmware Upgrade, as shown in Figure 4-1. 

Figure 4-1 Firmware Upgrade page 

 

 

3. In the Firmware Upgrade area, click Browse. 

The Browse window is displayed. 

4. Select image.hpm from a local folder. 

5. Click Open.  

The upgrade package is selected, and the Firmware Upgrade page is displayed. 

6. Choose Restart Immediately. 

7. Click Upgrade. 

The following information is displayed in the dialog box: 

 

8. Click OK. 

The iBMC then starts the upgrade.  

To upgrade the standby iBMC image takes about 5 to 10 minutes. 

After the upgrade is complete, the following information is displayed on the Firmware 

Upgrade page: 
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After the upgrade is complete, the iBMC automatically restarts. 

Upgrade the original active iBMC image. 

9. Log in to the iBMC GUI again. 

For details, see Logging In to the iBMC GUI. 

10. Repeat steps from Step 1 to Step 8 to upgrade the original active iBMC image. 

----End 

4.2 Verifying the Upgrade 

Verification Checklist 

Table 4-1 describes the iBMC upgrade verification checklist. 

Table 4-1 Verification checklist 

No. Item Expected Result 

1 Logging in to the iBMC GUI You can log in to the iBMC GUI 

using the Internet Explorer. 

2 iBMC version The iBMC is of the target version. 

 

Verification Procedure and Troubleshooting 

Procedure 

1. Log in to the iBMC GUI again. 

For details, see Logging In to the iBMC GUI. 

2. Check the iBMC version. 

For details, see Check Server Software Versions. 

Check that the upgraded iBMC is of the target version. 

Troubleshooting 

If you fail to log in to the iBMC GUI after the upgrade, contact Huawei technical support. 

If the iBMC is not of the target version or a failure message is displayed, upgrade the iBMC 

again. If the iBMC still cannot be upgraded successfully, record the steps you have taken and 

the results, and send the information to Huawei technical support. 
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5 Upgrading the BIOS 

About This Chapter 

5.1  Performing the Upgrade 

5.2  Verifying the Upgrade 

5.1 Performing the Upgrade 

Scenarios 

Upgrade the basic input/output system (BIOS) on the Firmware Upgrade page of the iBMC 

GUI. 

 

 
 Do not power on, power off, reset, or restart the operating system (OS) of the server during 

the upgrade. 

 If the system does not respond, or the server is powered on and off repeatedly during the 

upgrade, power off and on the server after the upgrade. 

Impact on the System 

You need to restart the server manually after the upgrade. Services are interrupted by the 

server restart. 

Prerequisites 

Conditions 

− Services running on the server are stopped. 

− You have logged in to the iBMC GUI. For details, see Logging In to the iBMC GUI. 

− No minor alarm, major alarm, or critical alarm is generated on the iBMC. 
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Data 

Data preparation is not required for this operation. 

Software 

You have obtained biosimage.hpm. For details, see Obtaining the Upgrade Package and 

Documents. 

Procedure 

Step 1 In the top navigation tree, choose System. 

Step 2 In the left navigation tree, choose Firmware Upgrade,as shown in Figure 5-1. 

Figure 5-1 Firmware Upgrade page 

 

 

Step 3 In the Firmware Upgrade area, click Browse. 

The Browse window is displayed. 

Step 4 Select biosimage.hpm from a local folder. 

Step 5 Click Open. 

The upgrade package is selected, and the Firmware Upgrade page is displayed. 

Step 6 Click Upgrade. 

The following information is displayed in the dialog box: 
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Step 7 Click OK. 

The iBMC starts preparation for the upgrade. Wait about 2 minutes.  

After the preparation is complete, the system starts the upgrade. Upgrading the BIOS takes 

about 8 minutes. 

After the upgrade is complete, the following information is displayed on the Firmware 

Upgrade page: 

 

Step 8 In the top navigation tree, choose Power. 

Step 9 In the left navigation tree, choose Power Control,as shown in Figure 5-2. 

Figure 5-2 Power Control page 

 

 

Step 10 Select Reset. 

The following information is displayed in the dialog box: 

 

Step 11 Click OK. 

The following information is displayed. 
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 You can use the remote virtual console to view the server restart process. In the navigation tree, 

choose Remote Control > Remote Virtual Console (shared mode). 

 If you need to modify the BIOS configuration, press Delete during the restart to enter the BIOS. 

----End 

5.2 Verifying the Upgrade 

Verification Checklist 

Table 5-1 describes the basic input/output system (BIOS) upgrade verification checklist. 

Table 5-1 Verification checklist 

No. Item Expected Result 

1 BIOS operating status The server BIOS is operating 

properly. 

2 BIOS version The BIOS is of the target version. 

 

Verification Procedure and Troubleshooting 

Procedure 

1. Restart the server after the BIOS is successfully upgraded. 

2. Verify the BIOS version after the restart. 

For details, see Check Server Software Versions. 

Troubleshooting 

Contact Huawei technical support if the BIOS does not start after the upgrade. 

If the BIOS is not of the target version or a failure message is displayed, upgrade the BIOS 

again. If the BIOS still cannot be upgraded successfully, record the steps you have taken and 

the results, and send the information to Huawei technical support. 
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6 Upgrading the LCD 

About This Chapter 

6.1  Performing the Upgrade 

6.2  Verifying the Upgrade 

6.1 Performing the Upgrade 

Scenarios 

Upgrade the liquid crystal display (LCD) on the Firmware Upgrade page of the iBMC GUI. 

Impact on the System 

None 

Prerequisites 

Conditions 

− Services running on the server are stopped. 

− You have logged in to the iBMC GUI. For details, see Logging In to the iBMC GUI. 

− No minor alarm, major alarm, or critical alarm is generated on the iBMC. 

Data 

Data preparation is not required for this operation. 

Software 

You have obtained lcdimage.hpm. For details, see Obtaining the Upgrade Package and 

Documents. 

Procedure 

Step 1 In the top navigation tree, choose System. 

Step 2 In the left navigation tree, choose Firmware Upgrade, as shown in Figure 6-1. 
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Figure 6-1 Firmware Upgrade page 

 

 

Step 3 In the Firmware Upgrade area, click Browse. 

The Browse window is displayed. 

Step 4 Select lcdimage.hpm from a local folder. 

Step 5 Click Open. 

The upgrade package is selected, and the Firmware Upgrade page is displayed. 

Step 6 Click Upgrade. 

The following information is displayed in the dialog box: 

 

Step 7 Click OK. 

The iBMC starts preparation for the upgrade. Wait about 2 minutes.  

After the preparation is complete, the system starts the upgrade. Upgrading the LCD takes 

about 8 minutes. 

After the upgrade is complete, the following information is displayed on the Firmware 

Upgrade page. 
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The LCD automatically restarts after the upgrade, which has no impact on the server. 

----End 

6.2 Verifying the Upgrade 

Verification Checklist 

Table 6-1 describes the liquid crystal display (LCD) upgrade verification checklist. 

Table 6-1 Verification checklist 

No. Item Expected Result 

1 LCD operating status The server LCD is operating 

properly. 

2 LCD version The LCD is of the target version. 

 

Verification Procedure and Troubleshooting 

Procedure 

After the upgrade, the LCD automatically restarts for the upgrade to take effect, and the server 

operates properly during the LCD restart. 

Verify the LCD version after it restarts. For details, seeCheck Server Software Versions. 

Troubleshooting 

Contact Huawei technical support if the LCD does not start after the upgrade. 

If the LCD is not of the target version or a failure message is displayed, upgrade the LCD 

again. If the LCD still cannot be upgraded successfully, record the steps you have taken and 

the results, and send the information to Huawei technical support. 
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A Appendix 

A.1  Querying the IP Address of the iBMC Management Network Port 

A.2  Logging In to the iBMC GUI 

A.3  Check Server Software Versions 

A.4  Checking Server Alarms 

A.5  Technical Support 

A.1  Querying the IP Address of the iBMC Management 
Network Port 

Scenarios 

Query the IP address of the iBMC management network port in the basic input/output system 

(BIOS). 

The default IP address of the iBMC network port is 192.168.2.100. 

Impact on the System 

This operation has no adverse impact on the system. 

Prerequisites 

Conditions 

No special condition is required for this operation.  

Data 

Data preparation is not required for this operation. 

Procedure 

Step 1 Restart the server, and press Delete during the restart. 

The basic input/output system (BIOS) screen is displayed, as shown in Figure A-1. 
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Figure A-1 BIOS Main screen 

 

 

Step 2 Select the Advanced screen using arrow keys, as shown in Figure A-2. 

Figure A-2 Advanced screen 
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Step 3 On the Advanced screen, select IPMI iBMC Configuration using arrow keys and press 

Enter, as shown in Figure A-3. 

Figure A-3 IPMI iBMC Configuration screen 

 

 

Step 4 On the IPMI iBMC Configuration screen, select iBMC Configuration using arrow keys 

and press Enter, as shown in Figure A-4. 
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Figure A-4 iBMC Configuration screen 

 

 

The server IP address is displayed on this screen. 

----End 

A.2  Logging In to the iBMC GUI 

Scenarios 

Log in to the iBMC GUI using the browser on a local PC. The following describes the login 

procedure using the PC that runs Windows 7 and uses Internet Explorer 8.0 as an example. 

Impact on the System 

This operation has no adverse impact on the system. 

Prerequisites 

Conditions 

The local PC that uses the remote control function must provide an explorer of the related 

versions and the Java runtime environment (JRE). System configuration of the local PC is as 

described in Table A-1. 

The local PC must meet the following networking requirements: 

− Network connection between the local PC and the iBMC management network port 
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− IP addresses of the local PC and iBMC management network port on the same 

network segment 

Table A-1 Configuration requirements for the local PC 

OS running environment (JRE) Version 

 Windows 7 

32-bit 

 Windows 7 

64-bit 

Browser Internet Explorer IE 8.0 

Mozilla Firefox Mozilla Firefox 9.0/23.0 

Google Chrome Chrome 13.0/31.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

 Windows 8 

32-bit 

 Windows 8 

64-bit 

Browser Internet Explorer IE 10.0/11.0 

Mozilla Firefox Mozilla Firefox 9.0/23.0 

Google Chrome Chrome 13.0/31.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

Windows 2008 R2 

64-bit 

Browser Internet Explorer IE 8.0/10.0/11.0 

Mozilla Firefox Mozilla Firefox 9.0/23.0 

Google Chrome Chrome 13.0/31.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

Windows 2012 

64-bit 

Browser Internet Explorer IE 10.0/11.0 

Mozilla Firefox Mozilla Firefox 9.0/23.0 

Google Chrome Chrome 13.0/31.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

 Redhat 4.3 

64-bit 

 Redhat 6.0 

64-bit 

Browser Mozilla Firefox Mozilla Firefox 9.0/23.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

MAC X v10.7 Browser Safari Safari 5.1 

Mozilla Firefox Mozilla Firefox 9.0/23.0 

Java running environment (JRE) JRE 1.6.0 U25/1.7.0 U40 

 

 
You can login http://www.oracle.com/technetwork/java/javase/downloads/index.html to download Java 

software. 

Data 

You have obtained data as described in Table A-2 before performing this task. 

http://www.oracle.com/technetwork/java/javase/downloads/index.html
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Table A-2 Required data 

Categor
y 

Paramete
r 

Description Example 

User 

login 

informat

ion 

User name Users that log in to the iBMC GUI root 

Password Password of a login user account 

NOTE 

The iBMC has a default user root. User root 

belongs to the administrator group. The default 

password is Huawei12#$. 

Huawei12#$ 

 

Procedure 

Step 1 Use a network cable (crossover cable or twisted pair cable) to connect the local PC and the 

iBMC management network port of the server. 

Figure A-5 shows the networking. 

Figure A-5 Networking diagram 

 

 

Step 2 Open the Internet Explorer on the local PC. 

Step 3 In the address bar, enter the iBMC IP address in the format of https://IP address of the iBMC 

management network port of the server, such as https://192.168.2.100, and press Enter. 

 
For details about the IP address of the iBMC management network port, see Querying the IP Address of 

the iBMC Management Network Port. 

Step 4 Press Enter. 

The iBMC login page is displayed in the Internet Explorer, as shown in Figure A-6. 

 
 If the Internet Explorer displays Certificate Error, click Continue to this website(not 

recommended). 

 If the Security Alert dialog box is displayed, click OK. 
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Figure A-6 iBMC login page 

 

 

Step 5 On the iBMC login page, enter the login user name and password. 

 
If you fail to log in with incorrect passwords for five consecutive times, the system will lock the login 

account. Log in again 5 minutes later. 

Step 6 In the Domain drop-down list box, choose This iBMC. 

Step 7 Click Log In. 

The Information Summary page is displayed. The login user name is displayed at the upper 

right corner on the page. 

----End 

A.3  Check Server Software Versions 

Scenarios 

Check software versions of the iBMC and BIOS. 

Impact on the System 

This operation has no adverse impact on the system. 

Prerequisites 

Conditions 

You have logged in to the iBMC GUI. For details, see Logging In to the iBMC GUI. 

Data 

Data preparation is not required for this operation. 
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Procedure 

Step 1 In the top navigation tree, choose Information. 

Step 2 In the left navigation tree, choose Information Summary, as shown in Figure A-7. 

Figure A-7 Information Summary page, take XH628 V3 as example 

 

 

 
In the Basic Info area: 

 iBMC Firmware Version is the iBMC version. 

 BIOS Firmware Version is the BIOS version. 

Step 3 In the left navigation tree, choose Component Info, as shown in Figure A-8. 

Figure A-8  

 

 

 
When the LCD is installed, the LCD is displayed in Component Info. You can obtain the version. 

Step 4 View and record the current iBMC, BIOS, and LCD versions. 

Step 5 Compare the versions recorded in Step 4 and those in Obtaining the Upgrade Package and 

Documents. 

 If the versions recorded in Step 4are the same as those in Obtaining the Upgrade Package 

and Documents, the current iBMC, BIOS, and LCD versions are the target versions. 

Upgrades are not required. 
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 If the versions recorded in Step 4 are earlier than those in Obtaining the Upgrade 

Package and Documents, perform the following upgrade procedure. 

----End 

A.4  Checking Server Alarms 

Scenarios 

Check alarms generated by the server. 

Impact on the System 

This operation has no adverse impact on the system. 

Prerequisites 

Conditions 

You have logged in to the iBMC GUI. For details, see Logging In to the iBMC GUI. 

Data 

Data preparation is not required for this operation. 

Procedure 

Step 1 In the top navigation tree, choose Information. 

Step 2 In the left navigation tree, choose Information Summary, as shown in Figure A-9. 

Figure A-9 Information Summary page, take XH628 V3 as example 

 

 

Step 3 In the Device Health Status area, check alarms of all severities. 

 

 : indicates a critical alarm. Critical alarms are generated for faults that may power off devices, 

and even interrupt the system services. Immediate corrective measures are required. 

 : indicates a major alarm. Major alarms are generated for faults that may affect normal running 

of the system or interrupt services.  
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 : indicates a minor alarm. Minor alarms are generated for the faults that do not have major 

impact on the system. Prompt corrective measures are required to prevent more serious faults. 

----End 

A.5  Technical Support 

Huawei provides timely and efficient technical support. Contact the local office or Huawei 

headquarters for technical support. 

Huawei Technologies Co., Ltd. 

Address: Huawei Industrial Base, Bantian, Longgang, Shenzhen 518129 

Website: http://enterprise.huawei.com 

http://enterprise.huawei.com/
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